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This white paper is a collaboration between the Emerging
Payments Association and PaymentCounsel
The paper is primarily addressed to boards and decision-makers who might be considering the ideal location for
a European base or may already be based in Europe and are exploring the EU’s position on a risk-based approach
to AML. It is also useful for compliance officers seeking to promote a risk-based approach within their organisation.

Context
It sounds like a contradiction to talk about competitive advantage alongside customer due diligence (CDD), KnowYour-Customer (KYC) and anti-money laundering (AML) regulations. How could time-consuming CDD procedures and
complex anti-money laundering compliance requirements ever be transformed into a competitive business advantage?
88% of over 100 respondents to a Pegasystems survey admit that KYC can significantly impact onboarding times
and that poor customer experience and a slow onboarding service drives clients into the arms of competitors.1
Competition is severe in a heavily fragmented payments industry with a growing number of big players and disruptive
start-ups. All the more reason for Payment Service Providers (PSPs), Acquirers and other Financial Institutions (FIs)
involved in e-Commerce to find ways to stand out, add value and gain a stronger competitive position. Many have
invested in innovative technology and better customer support, but are they making the most of their KYC process,
as part of their CDD/AML programme?
Obtaining the legally-required KYC documents for CDD is a critical and unavoidable part of the onboarding process.
But through steps such as choosing the right home country and implementing a holistic risk-based approach,
the onboarding experience can be improved. And offering a smooth onboarding process within the boundaries
of regulatory compliance can create a competitive advantage.

Customer expectations
Let’s start with the customer experience. What do merchants expect when they open an account to process online
payments with a PSP or an Acquirer, besides smooth technology? They look for fast onboarding - limited KYC
screening, less paperwork, no follow-up questions and a speedy merchant account ID.2
Many merchants erroneously believe that opening a merchant account differs from opening a bank account. Merchants
often don’t realise that all FIs – including PSPs and Acquirers - are subject to complex CDD and AML rules and
regulations similar to those imposed on banks. When opening a bank account, customers reluctantly accept the amount
of documentation they are required to submit. A PSP will only get one shot when asking for KYC documentation so
it is not surprising that some merchants have little patience for a payment company with a long list of compliance
requirements. Exceptional customer experience is what merchants expect, nothing less.

1

http://www.pega.com/about/news/press-releases/pegasystems-survey-reveals-banks-struggle-meet-corporate-client-needs#sthash.O9OzgaWx.dpuf
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Choosing your home country
Let’s say you are a PSP or Acquirer looking to establish yourself and provide payment services in Europe. What
influences your choice about where to base the company? Low taxes? The speed of the Payment Institution FI
license application? How about the local AML rules/KYC requirements?
The European AML rules are not harmonized, with AML/KYC requirements differing greatly across the EU. Member
states and FIs are free to interpret AML regulations as they see fit, leading to different processes for CDD across Europe.
Naturally, some European countries are picked more often than others by foreign investors when setting up businesses.
Would you choose Cyprus, for example, for its flexible regulations around licensing and its easy approach to minimum
requirements in local investments, or perhaps Malta for its tax benefits? Did you know, in fact, that Cyprus and Malta
impose very strict rules and CDD and KYC regulations? Let’s do a quick comparison.

Example: Cyprus and UBO identification
In Cyprus, you are required to identify the ultimate beneficial owners (UBOs) with control of more than 10% shares.
In how many other EU countries is this required? Based on a quick review of other member states’ laws, the answer is
none. Apart from Cyprus, all EU member require identification and verification of UBOs controlling 25% or more shares,
as per the latest EU AML Directive (AMLD). As part of their enhanced due diligence processes, this 10% threshold is
used by FIs outside of Cyprus for their ‘high-risk’ classified customers, but not throughout their entire portfolio.

Example: Malta and UBO verification
While the EU AMLD does not clarify which details of the UBO are part of the identity identification and verification
process, the Malta’s Financial Institution Analysis Unit (FIAU) implementing guidelines make specific reference to the
residential address as part of a person’s identity that needs to be identified and verified. In Malta, you are required
to obtain an original utility bill (or a true copy of the original document) of the UBO in order to verify his/her address.
From all the member states, only Belgium, Portugal and Malta require this. Most member states do not require
verification of the address of the UBO, other than verification of his/her identity, as determined under the EU AMLD.
The Maltese FIAU is currently updating its implementing procedures, but it remains to be seen if it will adopt changes
to UBO identity verification requirements.

2

The virtual account an online retailer (merchant) would have with the FI.
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Are tougher measures effective?
In the aftermath of the 2008 financial crisis, many national regulatory bodies came under intense scrutiny or
investigation, either for having been too generous with their advice or for not having been strict enough in their
supervisory duty. This resulted in an increased regulatory focus and closer scrutiny. A McKinsey article from
January 2016 shows that, since 2009, regulatory fines and settlements have increased almost 45-fold, stating,
“Compliance risk has become one of the most significant ongoing concerns for financial-institution executives.”3
But are these stricter measures really effective? Are they in line with, or contrary to, the intentions behind AML laws?
Do these extra KYC requirements in Malta and Cyprus enable you to assess and fully manage money laundering
and/or terrorist-financing risk?
No-one really knows how effective the utility bill and 10% UBO requirements really are and such KYC requirements
need to be proportionate to the benefit and security they offer. Unnecessarily strict requirements can have a longterm detrimental impact on a country’s e-commerce and e-payments sector by dissuading foreign investors and
companies, despite any incentives on offer.
While the legislator’s position on necessary prudential oversight is understandable and while strong financial sector
oversight is a critical pillar, there are nevertheless other means to achieve those goals and prevent money laundering.
A risk-based approach, for example, will allow some flexibility in the measures taken by a FI to verify the identity of the
customer’s UBO(s). However, despite the EU’s position favouring a risk-based approach, not all member states are
truly supportive of this.

Risk-based approach to payments
Nearly a decade after e-Commerce/e-Payments became regulated, many EU regulators still seem to suffer from a basic
lack of knowledge with regards to this expanding industry and consider payment institutions as a lesser priority than
banks and insurers. On the other hand, some regulators perceive non-face-to-face ‘anonymous’ transactions as so high
risk that they unnecessarily overregulate in order to cover any eventuality, without taking market reality into consideration.
With the continuous emergence of new technology trends, the world is moving into an environment that is
increasingly characterised by non-face-to-face, also known as Card-not-Present (CNP), ‘anonymous’ payment
transactions and regulators need to keep up with a new market. The current (3rd) AML Directive requires enhanced
due diligence (EDD) across the entire portfolio for non-face-to-face relationships. This leaves many FIs unable to
implement and apply a risk-based approach, which would take into account business risks and other factors
such as customer type, product/service required, interface and geography.
When referring to a risk-based approach to AML, we mean that FIs are expected to identify, assess and understand
the money laundering / terrorist financing risks to which they are exposed and take AML/CFT (counter-terrorist
financing) measures commensurate to those risks in order to mitigate them effectively and efficiently.
The upcoming 4th AML Directive recognises a risk-based approach and it is accepted by the industry that
‘anonymous’ CNP transactions – as common in e-Commerce – don’t necessarily or automatically require EDD
procedures. A risk-based approach is not new, but the implementation requirements have changed to what is
sometimes referred to as an enhanced risk-based approach. Not all EU member states and FIs, however, are ready
for this shift. While some might view the new regulations and rules as more flexible, others would argue that it is harder
for organisations to understand what rules, regulations and due diligence requirements they need to comply with.
A true risk-based approach is only made possible by the attitude of both the local regulator and that of the company
you are working for.

3

http://mckinsey.com/insigts/risk_management/a_best_practice_model_for_bank_compliance?cid=other-eml-alt-mip-mck-oth-1601&p=1
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Regulators and risk
With the EU’s minimum level rules and an emphasis on the risk-based approach through the 4th AML Directive, we
are hugely reliant on the local regulator’s perception of the risk; regulators have a lot of room to interpret what they
see as higher or lower risk and to decide on measures required. Some regulators dictate which measures need to be
undertaken to comply (in Malta, for example) whereas in other countries, such as the Netherlands, they don’t. Only if
the regulators choose not to dictate on actual compliance measures can the company itself interpret and adopt their
program according to the risks they deem high in relation to their activities.
Let’s go back to Malta, where local laws support a risk-based approach. The Maltese AML regulations are meant to
provide industry-specific good-practice guidance and to promote the use of a proportionate risk-based approach to
CDD measures. And the FIAU, the local regulator, has helpfully issued implementing procedures to outline and interpret
these requirements. These claim to recognise the principle of proportionality in the application of its rules with some
flexibility relative to their size and business activity.5 Sounds good so far. Until you are facing the 129 pages on minimum
CDD procedures and implementation. Which, by the way, are binding and will result in administrative penalties if you get
it wrong. What happened to the risk-based approach?

Compliance Officers and company culture
While local regulators are not always supportive of the risk-based approach, another thing to consider is the attitude of the
FI itself to using a risk-based approach. This means the board and decision-makers as well as the compliance department.
Reference to compliance departments as “sales prevention teams” is not uncommon in the industry. This negative
perception comes from people who do not understand or appreciate what the work of a Compliance Officer entails.
It is also often heard within companies with an engrained tick-box approach to KYC, intending merely to satisfy the
regulator. But this approach is counter-productive and does not assist in identifying the real risks a Merchant may pose.
On the other hand, if a Compliance Officer does make a proper risk assessment on a Merchant and would support
other or lesser CDD measures proportionate to the risk involved, he/she may fear repercussions from their employer
or even personal liability (a trend that has started in the USA). Moreover, if they wish to employ a risk-based approach,
the company culture, organisation, people, structure and decision-making model does not always allow this.
The same McKinsey article6 comments on the changing nature of the compliance model and how “Frequently,
business managers are left to their own devices to figure out what specific controls are required to address
regulatory requirements, typically leading to a build-up of labour-intensive control activities with uncertain
effectiveness.” The company’s structure and decision-making model can affect the entire underwriting
operation, and thus the support for, or rejection of, a risk-based approach.

5

section 1.3 FIAU Implementing Procedures

6

http://mckinsey.com/insigts/risk_management/a_best_practice_model_for_bank_compliance?cid=other-eml-alt-mip-mck-oth-1601&p=1
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Conclusion
Despite minimum rules existing across Europe, member states’ laws are not harmonized and their legal requirements
around AML and KYC vary greatly. As the European regulator moves from a tick-box to a risk-based approach,
EU member states and FIs are increasingly left to interpret AML regulations as they see fit. This leads to different
CDD processes for customer identification and verification across Europe, with some countries requiring more KYC
documents than others. For a market in which online merchants prefer fast onboarding and limited paperwork, this
results in competitive advantage for your competitor working in a country with lighter KYC requirements.
Companies can turn this knowledge into a business advantage. When starting an e-commerce/online payments
business in the EU, you should carefully consider the local compliance, CDD and AML laws of your envisioned
home country. It may have great impact on your ability to win or lose a client from your competitors, especially given
the current state of this fragmented industry. In the decision-making process, do consider; (i) whether local laws
and regulators will allow you to embed a risk-based approach in your program, where the resources are put where
needed (the higher risk cases); and (ii) if the precise KYC documents will be required as a minimum for your entire
client portfolio are not specified. Active discussions and support from your local regulatory authority will be needed to
make this a success. Therefore the position and attitude of the regulatory authorities is key to this process.
Importantly, your compliance department needs to shift focus, performing both as a regulatory advisor and as a
proactive co-owner of risks. And this needs to be supported throughout the organisation. So, whilst setting up in a
country chosen for its suitable regulatory environment, the company will need to ensure its compliance department and
support organization can implement and support a risk-based approach. For companies which are already established
in Europe, it is never too late to re-assess and re-organize in order to implement and support a risk-based approach.
A Financial Institution’s ability to embed a truly holistic risk-based approach within the limitations set by regulatory
requirements will unburden your business from the complexity of compliance regulations. And by speeding up your
onboarding process, you reduce time and costs and improve customer experience, resulting in a considerable
competitive advantage.
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About the Emerging Payments Association
Advancing innovation in the world of payments
For over a decade, the Emerging Payments Association (EPA) has been a thriving community of progressive
payments companies. It helps its members solve three problems:
1. How to get access to the right people and insights in a complex, rapidly changing industry
2. How to influence the structure of the payments industry to ensure a favourable operating environment
3. How to encourage stakeholders to adopt emerging payments products and services
To solve these problems, the EPA runs more than 35 events each year, delivers projects to drive change, and
undertakes lobbying and promotion of payment innovations, EPA members and the EPA.
The EPA’s vision is for the UK to be the global hotspot for payments innovation. As it sets out to be the most influential
trade body in emerging payments, the EPA’s mission, to advance payments innovation, has the potential to improve
lives everywhere.

About PaymentCounsel
Nadja van der Veer is the Co-Founder of PaymentCounsel and an EPA Ambassador.
PaymentCounsel offers legal expertise and related services to companies across the
payments value chain with consulting services including: drafting industry standard merchant
agreements, analyzing risk and global compliance with payments laws and regulations,
negotiating payment partnership relationships and reviewing payment processing agreements.
PaymentCounsel will help impact your speed and competitiveness, accelerate revenue, and
manage your global risk, while providing a cost-effective solution.

More information
If you have any questions about finding the ideal European base for your payments business, tailor-made advice on the
effectiveness of your AML program or you need assistance in discussions with local regulators, please contact Nadja
van der Veer, PaymentCounsel at nadja@paymentcounsel.com. To discuss how you could become a part of the
EPA community, please contact Tony Craddock, Director General, EPA, at tony.craddock@emergingpayments.org.
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Emerging Payments Association
1 London Bridge Walk, SE1 2SX
Tel: +44 20 7378 9890
Web: emergingpayments.org
Email: info@emergingpayments.org
@EPAssoc #PayTech

